SECTION V - OANERSHI P AND ACQUISITION OF CCI

30. Ceneral. This section describes the criteria for CCI ownership and the

requi rement and procedures for acquiring CCI equipnent directly from NSA

aut horized vendors in support of U S CGovernment contractor’s secure

communi cations requirements. It’s recognized that there may be a distinction
between the owner and the actual user of the CCI equipnment. The I|nformation

Systenms Security Products and Services Catalogue contains a list of CCI

equi pment available for direct acquisition.

31. Omership Categories. The currently avail able Governnent-Furni shed
Equi pment (GFE) nmechani sm does not alone provide flexibility to satisfy the
requi rement to provide secure comunications for U S. Governnent contractors
as directed in the provisions of NACSI 6002. This necessitated that new
options becone available for acquiring and owning CCI equi pnent. The
ownership categories are described below:

a. Gover nnent - owned;

(1) CCI equipnent purchased by a U S. Departnent or Agency and
furnished to a contractor as GFE as defined in Federal Acquisition Regulation
(FAR) 45.101(a).

(2) CCl equi pnent purchased by a contractor upon authorization from
a Governnment Contracting Oficer and charged to a contract(s) which requires
the securing of classified information and/or securing or protecting
uncl assi fied but sensitive Governnent information. This equipnment is
desi gnated as Contractor—-Acquired Property (CAP), as defined in FAR
45.101(a).

b. Contractor-owned: CCI equi pnent purchased by a contractor as plant
equi pnent, as defined in FAR 45.101(a).

32. Criteria for CCI Equi pnent Oanership Eligibility. Authorization to
acquire CCI equi pnent and associated materials as plant equipnent is an

admi ni strative determ nation by NSA/DDI that the contractor is eligible, from
a security viewpoint, to own CCI equipnent. CCI equi pnment ownership is
limted, as follows:

a. Any U S. CGovernment Department or Agency may purchase and own CCI
equi pnent .

b. U S. CGovernment contractors may purchase and own CCI equi pnent, as
fol | ows:

(1) Authorization to acquire CCl equipnent as plant equi pment will
not be granted to contractor activities |located outside the U S., Puerto
Rico, or a US. possession or trust territory. Eligible US. Governnent
contractors may purchase CCl equi pnment and associated materials within the
United States for use by divisions or operations centers |ocated outside of
the U S. only in accordance with applicable U S. export regulations.
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(2) Authorization to acquire CCl equi pnent as plant equi pnent may
be granted only to contractors organi zed and exi sting under the |aws of the
U.S. or Puerto Rico. Contractors organized and existing under the laws of a
U S. possession or trust territory may not be authorized to acquire CCI
equi pment as plant equi pnment, except wth the prior approval of the NSA/DDI
based on a case-by-case review in accordance wth applicable guidelines.

(3) Contractors which are determned to be under foreign ownership,
control or influence (FOCI) are not authorized to acquire CCl equi pnent as
pl ant equi pment except when there has been a specific determ nation by the
Director, NSA, that authorization of the contractor to purchase CCl equi prent
as a capital asset wll serve the national interests of the U S.

33. Requirenents and Procedures for Contractor Acquisition of CCI Equi pnent.

a. \Wen the CCI equipnment is to be purchased as Contractor-Acquired
Property, the follow ng requirenments and procedures wll be foll owed:

(1) Each existing contract or future contract which requires the
transm ssion of classified or sensitive Government information nmust contain a
specific statenent of any requirenent for securing or protecting
t el ecommuni cat i ons.

(2) The contractor and the appropriate CQ(s) shall negotiate
agreenments applicable to the treatnment of the costs under existing or new
contract(s) requiring the securing or protection of teleconmmunications. |If
it is determned that the costs will not be directly charged to the contract,
then the procedures for Contractor-Oamed Property apply (see subparagraph b,
bel ow) .

(3) The contractor will initiate a letter to NSA, ATTN Y131,
requesting eligibility to directly procure the desired CCI equipnment. The
letter will indicate the contract(s) to which the equi pnent will be charged,
the type of equipnment, and the | ocation(s) where the equipnent wll be
I nstal | ed. |f the requesting contractor is cleared, the letter wll contain
the requesting facility's CACGE code and the full name, address, and CAGE code
of its corporate headquarters or parent conpany, if any. |f a COMSEC account
is in place at the facility, or if an existing COMSEC account is available to
support the requirenment, the letter wll include that information. 1If not, a
statement nust be nade that the facility will initiate a request for the
establ i shment of a COMSEC account (see Section 111 for the proper
procedures). The contractor will arrange for and submt along wth the
letter to NSA, a properly conpleted Contracting O ficers Authorization to
Purchase form (see Appendix IV to this Suppl enent).

(4) Upon receipt of the aforenentioned letter, NSA wll determ ne
the requester’s eligibility to procure the CCL equipnment and will notify the
contractor in witing. The contractor will also be required to furnish to
NSA a properly executed cCr Control Agreenent, a copy of which is contained
in Appendix Il of this Supplenent.

b. Wen the CCl equipnent is to be purchased as plant
equi pment/ Contract or—-Owned Property, the followi ng requirenents and
procedures nust be followed:
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(1) The contractor will initiate a letter to NSA ATTN Y131,
requesting eligibility to procure as plant equi pnent the desired CCl
equi pment. The letter nust confirmthat the facility desiring to own the CCI
equi pment is performng or will be performng under a U S. Governnment
contract at the time of the CCI equipnent delivery. 1/ The letter nust
i ndi cate the type of equi pnent and the |ocations where the equipment(s) wll
be installed. The letter will also contain the requesting facility's CAGE
code, if any, and, when applicable, the full name, address, and CAGE code of
its corporate headquarters or parent conpany. |f a COMSEC account is in
place at the facility, or if an existing COMSEC account is available to
support the requirement, the letter will include that information. If not, a
statement nust be nmade that the facility will initiate a request for the
establ i shnent of a COMSEC account (see Section IIl for proper procedures).

(2) Upon recei pt of the aforenentioned letter, NSA will determ ne
the requester’'s eligibility to procure the CCI equi pnent and wll notify the
contractor in witing. The contractor will also be requested to furnish to
NSA a properly executed cCI Control Agreement, a copy of which is contained
in Appendix IlIl to this supplenent.

34. Contractor Certification to the Authorized Vendor. After the
contractor’s eligibility has been determ ned by NSA and the requirenents
outlined above have been fulfilled, the contractor will certify his
eligibility to the Vendor and provide the Vendor with his COMSEC account
nunber, shipping address, and the address of the appropriate COR

35. Authorized Vendor Responsibilities. Prior to shipnent, the Vendor nust
confirmw th NSA the eligibility of the contractor to receive CCI equi pnent,
and verify the COMSEC account nunber with the appropriate COR. [If shipnent
is direct to a subaccount, the account nunber and shi ppi ng address nust be
verified with the primary COMSEC account. If the shipnent is to a Mlitary
Logi stics System account, verification nust be obtained fromthe cognizant
Mlitary Accounting Headquarters. This step nust be conpleted for each and
every sale.

1/ In many instances, there is no current contract between a corporate
headquarters office and the U S. Governnent; however, it is often
necessary for the corporate office to be in secure communication with
its subordinate offices which are performng under a U S. CGover nnent
contract in order to discuss the programunder contract. The
Governnent, therefore, encourages corporate offices to own CCl
equi prment for the purpose of securely communicating with their
subordi nate offices, whether to discuss sensitive government prograns or
conpany proprietary information, providing that: the corporation is not
under FOCl; there is a current U S. Government contract in place at one
of the subordinate offices; and, if the keying material to be enpl oyed
is classified, that the corporate headquarters has been granted a
facility clearance commensurate with the |level of the key.

37



